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Cloud Architecture Audit Template
Self-audit your AWS or GCP setup against the Well-Architected pillars in one afternoon.

Operational Excellence

• IaC for 100% of infra

• Centralized logging

• Runbooks for top 5 incidents

Security

• Root account locked and MFA enforced

• Least-privilege IAM reviewed

• Secrets in a secrets manager

• KMS encryption at rest

Reliability

• Multi-AZ for stateful services

• Backups tested quarterly

• RTO and RPO documented

• Chaos test plan

Performance Efficiency

• Right-sized instances

• Caching at edge and DB

• Async over sync where possible



Cost Optimization

• Reserved instances reviewed

• Idle resources flagged

• Tagged for chargeback

Sustainability

• Region picked for renewable mix

• Workloads scale to zero where possible
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